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Key Scenario Scenario Context Approach to Modelling
Probability of 

Impact1

Level of Impact 

- Costs1

Include as 

scenario?

Cyber Security 

Maturity Level 

Uplift

Nozomi Networks (or similar) deployed for threat monitoring amidst a 

cloud-driven surge in data and internet demand will strengthen 

cybersecurity, reduce risks and ensure compliance but requires 

ongoing investment in tools, training, and audits. Costs include 

security software, assessments, and regulatory measures.

MEC will conduct a gap analysis, compare frameworks, and use 

financial benchmarks to estimate costs. The model will account for 

capital investments, recurring costs, and potential financial exposure. █   High █   Medium ✓ Include 

Identity 

Management

The discontinuation (end of life) of Microsoft Identity Manager 

support requires investment in new identity solutions that provide 

over-arching secure access. Associated costs include software 

licensing, system integration, and training.

Evaluate alternative solutions, compare vendor pricing, and assess 

compliance risks. Financial modelling will estimate total cost of 

ownership, transition costs, and long-term support requirements.

Included as part of Cyber Transformation scenario modelling.

█   High █   High ✓ Include

Cloud Transition Transitioning applications to the cloud will enhance scalability, agility, 

and remote accessibility but requires initial investment in data 

migration, training, and reconfiguration. Costs include cloud service 

fees, security enhancements, and ongoing management. A selective 

transition strategy ensures alignment with organizational needs, 

while the shift from capital expenditure to operational expenditure 

enhances cost predictability but may require budget reallocation.

Evaluate these cost impacts, drawing on vendor pricing, case 

studies, industry benchmarks, and market trends, to assess the net 

transition from on-premises to cloud solutions.

Upon further review it was agreed that the net impact on the 10-year 

cost profile would be expected to deliver a cost neutral business 

case and hence was agreed to exclude.

█   Medium █   Medium  Exclude

Data Analytics Rising cloud usage of Microsoft Fabric and PowerApps will initially 

raise subscription, migration, and integration expenses; however, the 

increase may be balanced out by long-term cost reductions due to 

decreased dependence on infrastructure, enhanced agility, and 

better security.

Evaluate cost impacts using Microsoft pricing models, case studies, 

and industry benchmarks. Modelling would estimate short-term 

investment requirements, long-term savings, and productivity gains, 

assuming gradual adoption.

It was agreed the net impact to costs would be minimal as the main 

improvement would be in productivity gains and it was agreed to 

exclude.

█   Low █   Low  Exclude

The future outlook for ICT is challenging given the rapid pace of change. This list of key scenarios provides all those identified for consideration by MEC; using market insights 

internal roadmaps, interviews, etc. These were then jointly agreed with key Aurizon stakeholders to include or exclude in the scenario modelling activity and ultimately the UT6 

submission. 

Key Scenarios for Modelling– Opex Allowance (1/3)

Introduction

Note 1 The Probability and Level of Impact is assessed across a High-Medium-Low range. Refer Appendix, page 54 for 

criteria. 
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Key Scenario Scenario Context Approach to Modelling
Probability of 

Impact1

Level of Impact 

- Costs1

Include as 

scenario?

AI Enabled 

Automation

Adopting AI solutions is expected to enhance efficiency, reduce 

human error, and lower operational costs, but additional costs in 

ongoing maintenance of AI solutions. Associated expenses include 

infrastructure, software, training, maintenance, and support.

MEC will assess cost impacts by analysing industry benchmarks, 

vendor pricing, and case studies. Financial modelling will estimate 

implementation costs, efficiency gains, and long-term return on 

investment, assuming AI adoption in key business areas.

This is still in it’s adoption infancy and will have a high variability.

█   High █   Medium ✓ Include 

Dynamic 

Demand

Implementing dynamic demand strategies is expected to improve 

cash flow management, cost savings, and supply chain resilience. 

Associated costs may include investment in demand forecasting 

tools, automation, and process adjustments. 

Conduct market research and use industry benchmarks to estimate 

cost impacts and potential efficiency gains, assuming dynamic 

demand adoption in the long term.

It was agreed to include a high-level review of what this cost profile 

may look like from market research, rather than modelling a full 

scenario.

█   High █   Low

✓ Include, high 

level cost profile 

only

Enhanced 

Procurement 

Planning

Implementing enhanced procurement planning is expected to 

improve decision-making based on purchasing patterns and supplier 

performance. Associated costs include investments in forecasting 

tools, data analytics, and process optimisation. 

Research industry benchmarks, analyse case studies, and assess 

software costs to estimate potential financial impacts and efficiency 

gains, assuming long-term adoption.

It was agreed the net impact to costs would be minimal as the key 

improvements would be across operational efficiency and improved 

decision making rather than cost.

█   High █   Low  Exclude

Regulatory 

Technology

Adopting regulatory technology (RegTech) is expected to enhance 

compliance efficiency and reduce administrative costs. Associated 

expenses include software implementation, system integration, staff 

training, and ongoing maintenance. 

Analyse industry benchmarks and case studies to estimate cost 

savings, efficiency gains, and risk reduction, assuming long-term 

adoption.

Agreed to exclude, if there is substantive regulatory burden, Aurizon 

may have the option to request further funding allowance.

█   High █ Medium
 Exclude

The future outlook for ICT is challenging given the rapid pace of change. This list of key scenarios provides all those identified for consideration by MEC; using market insights 

internal roadmaps, interviews, etc. These were then jointly agreed with key Aurizon stakeholders to include or exclude in the scenario modelling activity and ultimately the UT6 

submission. 

Key Scenarios for Modelling – Opex Allowance (2/3)

Introduction

Note 1 The Probability and Level of Impact is assessed across a High-Medium-Low range. Refer Appendix, page 54 for 

criteria. 
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Key Scenario Scenario Context Approach to Modelling
Probability of 

Impact1

Level of Impact 

- Costs1

Include as 

scenario?

Sustainable 

Procurement

Shifting to sustainable procurement is expected to strengthen 

supplier resilience and regulatory compliance while enhancing brand 

reputation. Associated costs include sourcing adjustments, supplier 

evaluations, and potential investment in technology. 

Use external benchmarks to estimate financial trade-offs, long-term 

savings, and regulatory cost impacts, assuming sustainable 

procurement adoption in the long term.

It was agreed the net impact to costs would be minimal.
█   Medium █   Low  Exclude

Data Centre 

Segregation

(In-flight project)

Enhanced network isolation from Aurizon operations will improve 

security and operational independence. Associated expenses 

include hardware upgrades, network reconfiguration, and regulatory 

compliance.

Estimate the total cost of ownership using industry benchmarks, 

vendor pricing, and case studies. 

It was agreed the net impact to costs would be minimal and key cost 

elements are included as part of the in-flight project considerations. █   High █   Low  Exclude

The future outlook for ICT is challenging given the rapid pace of change. This list of key scenarios provides all those identified for consideration by MEC; using market insights 

internal roadmaps, interviews, etc. These were then jointly agreed with key Aurizon stakeholders to include or exclude in the scenario modelling activity and ultimately the UT6 

submission. 

Key Scenarios for Modelling – Opex Allowance (3/3)

Introduction

Note 1 The Probability and Level of Impact is assessed across a High-Medium-Low range. Refer Appendix, page 54 for 

criteria. 
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Key Scenarios for Modelling – Network specific

Introduction

Key Scenario Scenario Context Approach to Modelling
Probability of 

Impact

Level of Impact 

- Costs

Include as 

scenario?

Drawbridge 

Project

Enhance network security by isolating network segments to prevent 

potential breaches from spreading across the entire network. 

Essentially, if a part of the network is compromised, the drawbridge 

mechanism can be activated to isolate the affected segment, 

ensuring that the rest of the network remains secure.

Upfront costs includes hardware upgrade, software licenses and 

implementation costs. 

Evaluate long-term financial benefits and compliance advantages, 

compare Network security solutions along with vendor capabilities, 

and conduct market analysis using industry benchmarks and trends 

to shape up what the project may look like at a high-level financially. 

Financial modelling will account for the upfront costs, on-going 

operational expenses and potential savings from improved Network 

performance.

█   Medium █   Medium ✓ Include

Operation 

Technology 

Network 3.5

Introduce an additional security layer between level 3 and 5 will 

provide better security for Network to improve the security posture. 

Associated costs include software, hardware, training, and 

continuous monitoring costs.

Assess the current size of the Network security market and its 

projected growth, along with the key trends driving the market, and 

segment the market based on industry criteria. The financial model 

will include the on-going costs of software and hardware, projected 

growth of network security market and industry-specific 

segmentation criteria to forecast the financial impact the additional 

security layer.

█   Medium █   Medium ✓ Include

The additional scenarios identified below, would be additional Network specific projects thereby being funded/approved through either the Regulatory Asset Base or via the 

Maintenance and Renewal Strategy Budget and hence not part of the UT6 submission. 

Nevertheless, the Aurizon core team indicated that further modelling should be considered reflecting the substantive impact it may have on the customers and the broader 

organisation, not just Network. 



13

To ensure the full consideration of the most recent thinking and likely scenarios from MEC’s review of all key large program documentation, a further analysis was performed to 

confirm whether further work had to be done for modelling additional scenarios for Aurizon’s two large key programs: Cyber Transformation and ERP replacement. Further detail 

is available in the Appendix.

Key Scenarios for Modelling – Alternate scenarios for large Programs

Introduction

Key Scenario Scenario Context Approach to Modelling
Existing model 

confidence

Probability of 

Impact

Level of 

Impact - Costs

Include as additional 

scenario?

Cyber 

Transformation

Enhance Aurizon's cyber security posture by 

addressing key vulnerabilities and improving 

resilience against cyber threats.

MEC to review the latest detailed program forecast from the 

Project Management Office (PMO). Review and validate the 

assumptions, costs, and timelines in the latest program 

forecast before building out the 10-Year forecast. Focus will 

be on modelling out the BAU stabilisation costs post FY26, 

when the program is complete. This may involve reassessing 

the risk scenarios, new operating model assumption and 

incorporating updated information from key stakeholders.

█ High █   High █   High ✓ Include

ERP 

replacement

Enhance the Aurizon’s digital infrastructure by 

implementing new solutions for time and 

attendance, payroll, HR, expense management, 

procurement, and core financial systems. The 

guiding principle of the program is risk mitigation

MEC to use the information directly as an input to the 10-year 

forecast with further validation the assumptions to ensure 

there is no significant variance. Additionally, reach out to key 

stakeholders who oversaw the preparation of the financial 

model, for insights and clarifications on the assumptions and 

estimates. 

Note – post Aurizon’ market approach for SI services, it is 

recommended that modelling be further update in Jun’25 to 

align with current sourcing program timing. 

█   Medium █   Medium █   Low  Exclude
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Key megatrends are reshaping ICT in the railway industry, each at different lifecycle stages. Dynamic Demand drives flexible IT consumption, enabling AI-Enabled Automation to 

enhance efficiency. As automation matures, Cyber Posture strengthens security, while Technology (OT-IT) advances industrial integration. These trends shape IT investment 

priorities, influencing long-term planning and resource allocation. The below shows a horizon view of key investment considerations by Aurizon Network across the ICT 

landscape.

Current Market Landscape & Forecast Impact on ICT in Railway Industry

Market Trend Review

Dynamic Demand

AI-Enabled Automation

Cyber Posture

Technology (OT-IT)

Emerging  >>>  Growth Growth  >>>  Standardisation Standardisation  >>>  Evolution

0-Year 5-Year 10-Year 15-Year
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a
rk

e
t 
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e
le

v
a
n

c
e

Market Trend Lifecycle

IT Functions Dynamic Demand AI-Enabled Automation Cyber Posture Technology (OT-IT)

Applications
Increased need for scalable, cloud-native apps 

with flexible licensing.
AI-driven applications (chatbots, automation) Secure DevOps, AI-powered security testing

Integration of OT control apps with IT (e.g., 

SCADA, IoT apps)

End-User
AI-powered service desks, demand-driven IT 

support models.
AI-powered service desks & automation Zero Trust access for end-users

Augmented Reality (AR) & Virtual Reality 

(VR) for OT worker training, enabling real-

time diagnostics on railway assets.

Governance & Business Management
Compliance frameworks adapting to real-time 

IT consumption trends.
AI-driven analytics for decision-making

Compliance frameworks (OT 3.5, NIST, ISO 

27001)

IT-OT policy alignment, digital twins for 

predictive risk management

IT Infrastructure
Shift towards hybrid/multi-cloud, auto-scaling 

resources.
AI-based performance monitoring

Network segmentation, Secure Access 

Service Edge (SASE)
Edge computing for OT real-time processing

IT Security
AI-driven, adaptive security that responds to 

real-time usage patterns.
AI fraud detection, anomaly tracking AI-driven threat detection, SOC automation OT security (SCADA, IoT, network isolation)

IT Service Management
Adaptive ITSM models, flexible SLAs, self-

healing IT services.

AI-driven ITSM automation (self-healing 

systems)
AI-powered cybersecurity incident response

IT-OT service integration for remote 

monitoring
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Bringing together the scenario assumptions from the previous pages, the below presents the modelled costs of each and logically combined scenarios, assessing their financial 

impact over the 10-Year Outlook. Each scenario includes implementation costs (CAPEX in blue) and the run impact (OPEX in black), including the net of the ongoing expenses 

and potential savings, helping to optimise investment decisions. 

Projected Costs for ICT Key Scenarios

Market Trend Review

FY25-26 FY26-27 FY27-28 FY28-29 FY29-30 FY30-31 FY31-32 FY32-33 FY33-34 FY34-35 Commentary

01 Cyber Security Maturity Level Uplift
Cyber Security Maturity Level Uplift: Regulatory-

driven necessity. Costs are ongoing due to 

security enhancements, monitoring, and 

compliance upkeep. 

Identity Management: 

Transitioning from MIM to a cloud-based IAM is 

unavoidable due to end-of-life risks. The ongoing 

cost is predictable due to a SaaS subscription 

model, ensuring stable identity governance and 

compliance. Excluding this from the 10-Year 

Outlook poses security risks.

OT 3.5: 

Critical security uplift for OT environments. Initial 

procedural design (6 months), followed by 18-

month rollout and COSC setup, with an ongoing 

profile of cost for continuous monitoring, 

compliance and enhancement. 

*Bundling the Identity Management, Cyber 

Security Maturity Level Uplift, and/or OT 3.5 will 

optimises spend and some capabilities overlap.

AI-Enabled Automation: 

High upfront cost (~22.3% ICT budget over 3 

years) but delivers ~33.5% long-term cost 

reduction. Break-even is expected ~9-10 years. 

Optimises ITSM, security, and cloud infrastructure. 

Inclusion strengthens cost-efficiency.

02 Identity Management

03 Operation Technology Network 3.5

Bundling Options:

04 ◼ + ◼ (8% reduction)

05 ◼ + ◼ (6% reduction)

06 ◼ + ◼ (5% reduction)

07 ◼ + ◼ + ◼ (15% reduction)

08 AI-Enabled Automation

Note – The above costs are the total costs across both Aurizon Network and Corporate. When the scenarios are 

included as part of the UT6 submission (refer page 42), the cost attributed to Network are a portion of the above
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The section below outlines the recommended scenarios for UT6 submission, focusing on cost efficiency, security priorities, feasibility and ensuring a risk-based approach to 

transformation. 

Recommendation for UT6 submission

Market Trend Review

Recommended Treatment for 

UT6 Submission
Recommendation

01 Cyber Security Maturity Level Uplift  Exclude It is acknowledged that the organisation, from a capacity perspective alone, cannot undertake all 

scenarios at the same time. A targeted investment approach ensures security upgrades and AI 

adoption align with financial and operational constraints, optimising value while maintaining stability. 

Taking that into account, the following insights are provided for consideration for UT6 submission.

Identity Management & OT 3.5 to be bundled

Identity Management is recommended because the transition to a cloud-based IAM is necessary due to 

the end-of-life risk of Microsoft Identity Manager (MIM). This upgrade ensures secure access control, 

compliance with regulatory requirements, and improved identity governance. At the same time, OT 3.5 is 

recommended as it strengthens security segmentation between OT Levels 3 and 5, reducing cyber 

threats in industrial systems and ensuring long-term operational resilience. Bundling Identity 

Management and OT 3.5 eliminates duplication, improves cost efficiency, and leverages shared 

implementation efforts, making it the preferred approach. Proceeding with this bundle will achieve cost 

savings, enhance security, and ensure regulatory alignment.

AI-Enabled Automation

AI-Enabled Automation is recommended only with a well-defined strategic plan to ensure alignment with 

business priorities and transformation readiness. While AI offers long-term operational efficiencies and 

cost reductions, immediate adoption without a structured approach could overstretch financial and 

operational resources, particularly with ERP Replacement and Cyber Transformation programs ongoing.

A comprehensive AI strategy should be developed before committing to adoption. This strategy should 

identify business-driven use cases, assess cost-benefit trade-offs, and determine scalable 

implementation pathways. Rather than implementing AI as a single large-scale initiative, the focus should 

be on incremental value-driven deployments that deliver measurable outcomes. AI should enhance 

efficiency, security, and IT optimisation while aligning with existing transformation efforts, ensuring that 

investment decisions are deliberate, structured, and sustainable.

02 Identity Management ✓ Include (Bundle)

03 Operation Technology Network 3.5 ✓ Include (Bundle)

Bundling Options:

04 ◼ + ◼ (8% reduction)  Exclude

05 ◼ + ◼ (6% reduction)  Exclude

06 ◼ + ◼ (5% reduction) ✓ Include

07 ◼ + ◼ + ◼ (15% reduction)  Exclude

08 AI-Enabled Automation  Exclude
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Cost Allocation Methodology Rating Definitions
This framework assesses the level of effort required, data availability, and allocation confidence for cost allocation methods. It provides a structured evaluation to support 

decision-making by categorising each factor into GREEN, AMBER, RED.

Category

Resource Effort 

Required

Minimal Effort Required

Data is readily available, structured, and requires little to 

no additional work.

Moderate Effort Required

Some effort is needed for data collection, validation, or 

refinement. Some manual adjustments will be required. 

As well as effort to streamline activities to be repeatable 

on a regular reporting cycle

Significant Effort Required 

Data is missing, fragmented, or requires extensive 

transformation and estimation.

Data Availability 

& Suitability

Fully Available & Aligned

Data is complete, accurate, and fully supports cost 

allocation needs. No major gaps.

Partially Available & Requires Refinement

Data is mostly available but has gaps, inconsistencies, 

or needs adjustments.

Limited or Unavailable

Data is incomplete, inconsistent, or missing, requiring 

assumptions or alternative sources.

Allocation 

Confidence

High Confidence

The allocation method is well-supported by data, 

accurate, and aligned with business needs.

Moderate Confidence 

Some approximations are needed, but the allocation is 

reasonable for decision-making.

Low Confidence

Data gaps, estimations, or misalignment with cost 

drivers reduce reliability.

Appendix






